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Abstract.

To verify the readiness of the data distribution infrastructure for the HL-LHC,

which is planned to start in 2030, WLCG is organizing a series of data chal-

lenges with increasing throughput and complexity. This presentation addresses

the contribution of CMS to Data Challenge 2024, which aims to reach 25% of

the expected network throughput of the HL-LHC. During the challenge CMS

tested various network flows, from the RAW data distribution to the ”flexible”

model, which adds network traffic resulting from data reprocessing and MC

production between most CMS sites.

The overall throughput targets were met on the global scale utilizing several

hundred links. Valuable information was gathered regarding scaling capabilities

of key central services such as Rucio and FTS. During the challenge about half

of the transferred volume was carried out via token based authentication. In

general sufficient performance of individual links was observed and sites coped

with the target throughput. For links that did not reach the target, attempts were

made to identify the bottleneck, whether in the transfer tools, the network link,

the involved storage systems or other component.

1 Introduction

The CMS experiment [1, 2] is a multi-purpose detector that is installed at the Large Hadron

Collider (LHC), presently the most powerful proton-proton collider in the world. CMS stud-

ies proton-proton scattering events at a center of mass energy of
√

s=13.6 TeV in order to

precisely measure parameters of the Standard Model and constrain or discover processes be-

yond the Standard Model. The next major phase of the LHC is the High Luminosity LHC

(HL-LHC), which is presently scheduled to start in 2030. Due to the stronger focusing of the

proton beams the scattering events will grow significantly in size because of the increased

number of tracks. Since also the rate, at which the collisions are permanently stored for later

analysis, is expected to grow as well, the demand for disk and archival storage as well as

network bandwidth to transfer the data will increase roughly by an order of magnitude.
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2 Worldwide LHC Computing Grid

The data produced by the experiments at the LHC are stored and processed on a globally

distributed infrastructure, the Worldwide LHC Computing Grid (WLCG) [3]. The WLCG is

organized in a tiered structure with the Tier-0 being at CERN, where the LHC experiments,

ALICE, ATLAS, CMS and LHCb, are located. CMS is presently supported by six Tier-1

sites: KIT in Germany, PIC in Spain, CCIN2P3 in France, CNAF in Italy, RAL in the UK

and FNAL in the US. For political reasons the site at JINR in Russia cannot be used as a Tier-

1, but is used opportunistically without storing any unique data. Beyond substantial CPU and

disk storage Tier-1 sites provide archival storage and support on a 24-7 basis. Tier-2 sites

provide CPU and disk resources and commit to business hours support. CMS is supported at

around 45 Tier-2 sites.

WLCG is a collaboration between the resource providers, the middleware providers and

the experiments. Since participating institutions and computing centers are often involved

in particle physics experiments other than the LHC experiments, the collaboration has been

extended in the recent past. The Belle II experiment, that operates at KEK in Japan, as well

as the DUNE experiment, which will be constructed at FNAL and SURF in the USA, have

become stakeholders in WLCG.

3 WLCG Data Challenge Series

Since the demands for network throughput are expected to rise by roughly an order of mag-

nitude WLCG has mandated a series of data challenges (DC) to demonstrate the readiness of

the infrastructure prior to the start of the HL-LHC data taking. The challenges will increase

stepwise towards the final capacity and also in terms of storage technology, middleware and

monitoring. To date, two challenges have been executed. The first DC of this series was

"DC21" in 2021 and targeted 10% of the HL-LHC throughput. A major aspect was the us-

age of WebDAV as the main WAN transfer protocol that has replaced the legacy GridFTP

protocol. "DC24" in February 2024 is the subject of this document. The primary goals were

to reach 25% of the expected HL-LHC traffic and to enable tokens for authentication (see

section 6.3). The third DC is foreseen at the start of 2027 with a target around 50%, and yet

another DC prior to HL-LHC to demonstrate 100% readiness for the HL-LHC throughput.

4 Planning and Preparation

The planning of DC24 started more than a year before the actual challenge with regular dis-

cussions in the WLCG DOMA (Data Organization, Management and Access) forum. Since

the mandate set goals only at a high level, the experiments together with the sites, the net-

work providers and the middleware development teams took charge to shape a more detailed

program for the challenge. The experiments were given the freedom to shape the challenge

along their own program of work. However, particularly ATLAS and CMS made an effort to

align their activities as much as possible. Both experiments agreed not to include dedicated

exercises for tape in the challenge, because archives at the sites had not been significantly

upgraded regarding performance and therefore no major progress could be expected with

respect to DC21, when archives were tested primarily to meet the Run-3 requirements.

4.1 Selection of Tools

CMS decided to run DC24 within the existing production infrastructure and no services or

storage areas were set up just for the purpose of the challenge. Instead all additional load
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required to meet the target rates was injected on top of ongoing production data transfers. To

steer the injection of this extra traffic the dc_inject tool [4] was selected. The tool was devel-

oped by ATLAS during DC21. To reach a configurable transfer rate on a link between two

storage endpoints dc_inject creates appropriate rules in the central data management system

Rucio [5]. Due to the short lifetime of the subscription data gets removed again soon after

the transfer in order not to occupy disk space unnecessarily. During the preparation dc_inject

was further developed together by the ATLAS and the CMS data management teams.

Several weeks before the actual challenge a series of pre-challenges was executed. These

were smaller in scope and focused typically on just one region. During these exercises valu-

able experience was gained by the operations teams how to use e.g. the dc_inject tools and

to become familiar with monitoring pages.

4.2 Rate Estimates

CMS took a pragmatic approach to the estimation of rates expected in Run-4, of which 25%

were targeted in DC24. A set of major workflows was identified:

• Tier-0 exports (data transfers from CERN to Tier-1s)

• Tier-1 exports (data transfers from Tier-1s to Tier-2s for reprocessing)

• MC production Input/Output (data transfers relating to Monte Carlo jobs in either direction

among Tier-1s and Tier-2s)

• AAA (unscheduled, streamed transfers using the CMS “Any data, anytime, anywhere”

Xrootd storage federation [6])

The Tier-0 export rate was well defined and could be modeled from the parameters pub-

lished in the CMS DAQ TDR [7] following the same approach outlined in the WLCG man-

date document [8]. An annual volume of 350 PB of RAW data must be exported in a pseudo-

real time of 7 million seconds LHC uptime, plus some headroom for derived data products.

To derive the required network bandwidth a doubling factor was then applied to account for

‘bursty’ behaviour. The DC24 target was 250 Gbps for the Tier-0 export.

In a simplified model the Tier-1 exports move the same data specified in the Tier-0 export

and within the same time period, but from Tier-1s to Tier-2s. Hence the DC24 target was also

250 Gbps, again applying a factor 2.

Using information about data transfers during Run-3 the data transfer rate for MC pro-

duction and miscellaneous activity was estimated as broadly similar to the rate of data – again

resulting in a DC24 target at 250 Gbps.

Finally, the target for data moved by the AAA federation was also approximated at

250 Gbps by extrapolating the fraction of AAA transfers as observed during the ongoing

Run-3. The content of these data transfers is not well-understood, as detailed monitoring for

XRootD [9] which is the underlying protocol for AAA is still a work in progress. However,

it is assumed to be a mixture of ‘premix’ libraries containing background events, which are

streamed only from the largest two sites (CERN & FNAL), T0-jobs routed to Tier-1s but

reading from CERN, and jobs that run at a site where the data is not stored and is therefore

streamed from a remote source.

In Run-3, the first three flows mentioned above use the Rucio Data Management software

and the File Transfer Service (FTS) [10] to replicate data. The fourth ‘AAA’ workflow in-

stead does direct streamed transfers via XRootD. Lacking a tool to generate AAA traffic in

a controlled manner in DC24 the AAA transfers were simulated via FTS transfers, with the

intention of generating additional pressure on the main source storage systems at CERN and

FNAL.
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Executing transfer injections for all four mentioned flows the total DC24 target sums to

a throughput rate of 1 Tbps, which corresponds to a "flexible target" sketched in the WLCG

mandate document. The "minimal target" was half of it. Reaching the minimal target would

imply for CMS the simultaneous execution of flows 1 and 2 to reach 500 Gbps.

The overall rates needed to be distributed over individual network links. For the Tier-0

export the load was split following the pledged tape capacity of the Tier-1s at the beginning

of Run-3, which corresponds to 40% for FNAL and roughly 10% for each of the European

Tier-1 sites. For the other flows it was assumed that the Run-3 distribution over the various

links would also be applicable for HL-LHC.

4.3 Schedule

It was observed during DC21 that one week was insufficient, and therefore DC24 lasted two

working weeks. Increasing complexity formed the basis of the scheduling for the different

CMS exercises, which are shown in Table 1.

Table 1. Schedule for the execution of the various network flows during the two week of DC24.

Date 12 Feb 13 Feb 14 Feb 15 Feb 16 Feb 17 Feb 18 Feb 19 Feb 20 Feb 21 Feb 22 Feb 23 Feb

T0 exp T0 exp T0 exp T1 exp T1 exp T1 exp T1 exp AAA T0 exp T0 exp T0 exp T0 exp

T1 exp Prod out Prod out Prod out T1 exp T1 exp T1 exp T1 exp

Prod out Prod out Prod out Prod out

AAA AAA AAA AAA

Target [Gbs] 250 250 500 250 500 500 500 250 1000 1000 1000 1000

Target [GB/s] 31 31 62 31 62 62 62 31 125 125 125 125

The first 2 days were devoted the T0 export in order to confirm the most important work-

flow – moving RAW data from CERN to the Tier-1 sites. On day 3, workflows 1 and 2 were

run simultaneously, to test the ability of Tier-1 sites to write and read simultaneously, and

on day 4 only workflow 2 was performed to observe the write rates at Tier-2 sites. During

days 4-6, which included the weekend, both workflows 2 and 3 were maintained. On day

8 the ‘AAA’ workflow was tested in isolation. From day 9 until day 12 all workflows were

executed in attempt to reach the flexible model target.

This schedule was agreed with the other experiments and in particular with ATLAS,

against whom it was important to try to stress our common sites simultaneously and also

to have a chance to achieve an overall multi-experiment flexible target of 2.4 Tbps [11].

5 Execution of the challenge

Figure 1 shows the overall throughput and highlights the major operational issues spotted dur-

ing the 12 days of DC24 which had a significant effect on the transfer rate. In chronological

order these were:

• Token refresh problem between FTS and the token issuer. This was mitigated on-the-fly by

a change in FTS.

• Small files were used in preference to larger file sizes. In its usual configuration the

dc_inject tool picks files from larger datasets first. Running with a lot of small files in-

stead the transfer system tends to become inefficient regarding the throughput rate. On this

particular occasion the "small-files-first" option was activated unintentionally but was cor-

rected by restarting the dc-inject tool with a proper configuration after the issue had been

spotted and understood.

• Insufficient deletions meant that space ran out at sites and new transfers did not occur.

Since the available disk-space on the storages is finite, new transfers can only be initiated
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7 Summary

The CMS experiment participated with the other LHC experiments ALICE, ATLAS and

LHCb as well as the Belle II and DUNE experiments in Data Challenge 2024. Before the

challenge four main network flows were identified and corresponding target rates for roughly

200 network links were determined. During pre-challenges the operations team became fa-

miliar with tools and monitoring, and the most important links were exercised. Therefore the

’minimal target’ of 500 Gbs total throughput was reached without significant effort. In order

to sustain the ’flexible target’ of 1 Tbs various systems were found close to their limits and

only careful tuning allowed the transfer rate to surpass the target successfully. During the

challenge valuable experience was gained in operating Rucio and FTS under unprecedented

load while tokens were used for authentication for the first time at production scale. Net-

work bandwidth was found to be sufficient and limitations could be attributed primarily to

components of the central data management tools or storage systems at the sites.
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